Cloud Security Best Practices:
CISO Secrets

Revealed.

Introduction:
Empowering cloud security
through collaboration

Enterprise adoption of the cloud To address this issue, we brought
during the past five = 5
“staggering’, according to Pete. our CloudSec 360 event series, where they shared

Chronis, CISO of Paramount, who. insightson why colldboration is key to success.
recently participated in our
CloudSec 360 event series.

This ebook is the result of those

discussions and contains valuabl takeaways
for anyone looking to improve their cloud

However, this rapid adoption has
revealed a troubling problem: sios
within organizations, which create
arriers between key players ke security strategy.
CISOs, DevOps, and

engineering teams.

Youtlleam How to normalize security-first behavior in
+  teamsacross your organization and why
this is central to scaling cloud

Key steps towards rolling out the perfect
. cloud security strategy, including promoting
greater collaboration.

. The biggest cloud security threats of 2023
and how to mitigate them



https://www.wiz.io/events/cloudsec-360#video-card-1?utm_source=ebook&utm_medium=content&utm_[%E2%80%A6]cid=7013z000001HS5gAAG&utm_term=global&utm_content=lp

Embedded security
iskeyto
scaling
your strategy

C——

Software development is now a sprint, nota "%
marathon. Cloud has empomered DevOps teams to.
work at high speed, but security teams must keep
pace or risk blocking innovation.

' answer is customer—centric security — closely
colborstingwithstskahoders. uch s DevOp

engineering, as if they were cu

e e L e
faults in code and policing non-compliant behavior
to become the faciltators of innovation.

" Head of
rather

things”

at Semgrep. I

rom doing what they need to do.”

1012023, scaling your securt
programin customer-centrc way nvolves:

Croating self-service resource:
with security baked in
Securty teams need to move their
attention from finding weaknesses
downstream to implementing
Security-by-design at the development
stage. This involves bulding the tools and
resources that dev teams need to perform

Enauring swcurty s ssaky

‘embedded and consumed
St

designed so that taking the safest and
most secure route olute sense

t0 8l the teams involved. In Gibler's words.
it should be "as easy as clicking a button or
configuring aline of ode” He saya.

as the security

successfully, with
in.Forexampl, theycan cllsborate it
the platform enginaering team in order
e e
and libraries across your company.

team wants, it not because ‘they don't

S0 € baceute the vl proposion
't been made clear enough, o

bacaiss socurg essros b 00 long

DovOps and vice versa
Think about starting an ongoing job swap.
D

Design security tools and initiatives should
deliver value across the organization. For
i

inventory gives security.
teams, 3

t©
function. "When security
embed in DevOps, for example, they should
be taking tickets, building out features,

engineering knows which teams own what
services. Similarly, security teams can use

pee: of secure defaults, and.
10 enforcs

‘exactly what developers are doing:” says.
Gibler. G
empathy, so the security team wil

appreciate their impact on DevOps and
engineering and will be more inclined to

G et e

G A e
scale.Gibler describes this approach as

tching your security wagon to developer
procutin

embedded in

and discover more ways to
scale your security program

The era in which security teams work in isolation is
over. CISOs must enure they switch from being
gatekeepers and blockers to becoming enablers and
builders of guardrails. Security teams can do this by
providing stakeholders with the tools and resources
they need, but with security baked into their design.



https://wiz.registration.goldcast.io/events/b61b92d5-d42f-4c28-937c-9c88bc478550?utm_source[%E2%80%A6]fcid=7013z000001HS5gAAG&utm_term=global&utm_content=lp

Mitigating the biggest

wiz

cloud security threats of 2023

Cloud attack surfaces are growing larger and more complex, while security

Even some of the biggest multinational corporations have falen victim to cloud

security threats n the past 12 months.

In many ways, cloud security teams face a perfect storm of risks during 2023,

Here are some of the biggest threats:

allowing
P APIs

APIs e great at seamiessly tenants’d

connecting different systems and data Pl cloud e vy as secure 2 youd
sets, con
T (T o] someimes be fo hackers to sxp\o\l &
doorway is nants' cloud

AT G R

activated properly when APIs are

R e e e o]
cross-tenant risk using the PEACH method:

Privileges - Ensure your choice of cloud provider

configured. This
closed by ensuring rigorous
authorization policies are in place and
alllogged-in users are authenticated.

Eric Baver, Director of Cloud Security.
at Procter & Gamble says "At PEG we.

environment

Encryption - Is data encrypted with a unique
key, regardless of where it stored?

focus on API
tools. | can't even begin to tell you how
many APIs we have, 5o having a
specialst tool that can correlate

the fomation drty nerabiites

between each tenant and the control plane is
authenticated with a unique validation key

o provide useful remediation s vital
APls need to be set up correctly,
because they give direct external
access to critical systems. Without
xception, they need to be
authenticated and encrypted”

between tenants s blocked by default.

Hyglene — Ensure your cloud provider purges all
unnecessary secrets, software and logs from
your cloud environment, thus removing clues for
hackers.
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attackers to hijac loud
environments
e p
encryad iy s cxmina - yoseoud cryptocurrency
lose access
environmer victim's

reate their own set of security keys.
once they hack into their victim's
cloud environment, locking the legal
owner out untilthey pay the ransom.
Companies need to take a range of

website or an email phishing attack. Once in
place, the malware can be diffiult to detect
manually. A behavioral analytics solution,
wever, may be able to_identify unusual and
unauthorized patterns of cloud server use

ransomware threat, inclucing regular
mployee education, usin
anti-phishing tools, backing up data
securely,blocking malicious websites
and apps and ensuring security
patches are regularly updated.

“Ransomware in the cloud isn't about
‘spreading infected files,” Bauer

“Some of the most sophisticated cryptominers
doploy their resources in the same way you do,
50 without a sophisticated behavioral analytics
Solution it can be incredibly difficult to spot,”
says Baver.

Security teams must double down on key areas

explains. ‘s

fully audited

have gained access to your cloud.
environment, they can then creato
their own encryption keys and soize
control, not releasing it until the
ransom is pai

Wiz's director of data & threat
research, Alon Schindel,explains that
in some instances criminals attack
on-prem first, gain access and then
they easily move across to the cloud.
“That's why its crtical that the.
interfaces between on-prem and
cloud are well protected.” he says.

their
and secured assets, ensured user access
security is watertight and their datais
encrypted

Schindel says that employees have to be
especially viglant how they share login
credentials. “Ensure passwords are not shared
via your Slack channels or stored on your
sarePoint, which are relatively more
vulnerable,” he says.

Get more information about
this year' biggest cloud threats.
Watch *View from the trenches:

threats of 2023

v
JAN



https://www.wiz.io/events/cloudsec-360#video-card-1?utm_source=ebook&utm_medium=content&utm_campaign=FY23Q4_EV_VIR_CloudSec-360-On-Demand&sfcid=7013z000001HS5gAAG&utm_term=global&utm_content=lp

4 steps towards rolling out your cloud
security strategy in 2023

Inllss than a decade, enterprise cloud has transformed great swathes of the global economy.

Inthe rush however, many.
to balance cloud security with innovation.

1 The paved road approach: 3 Switching from influencing individuals

glant AON, says
approact transition if
repeatable patterns. These enable you to they are to succeed
lay the road on which your developers

can roll out their products at speed, using.

that secure, sustainable and scalable.

Big companies ger

big data:

foundation”
Security teams need to fulyleverage and
operationaiize big data, using it to shape
9 Coliaboration betweenDevOps their cloud security strategy. “For example,
and security: if you have & bug bounty program, you can
Th i clim anlinsight i bug
“A great example of this s creating a discovered internally versus those.
buit P “says
A i Kazanciyan, CISO at Wiz. “This kind of data
versus ther Pt can are
ik, with s i of hrrble securty looking hard enough for bugs, or whether
ontrols that willslow them down” more prevention and design work is
explains DiAmato, needed upfront!

Watch "Building a cloud security
ity o

CISOs for more tip
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cloud security strategy:

Can Wiz be a partner in
your security strategy?
The worldsfastst-growing start-ups,as welas 35% ofthe Fortune 500 have partnered with

Wiz on the
o T P S W 2 R AR et

Seo Wizin action: wizio/demo

About we
+

WwWIZ .

their
busingsses. By creating a normaiizing layer between cloud environmants, our
o rapicly identify

einventing cloud security from the inside out.

Find out n
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